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The theory of Identity Vulnerability describes the motivational and personality characteristics of individuals who may  
be susceptible to violent ideologies. The ’MPOWER Project seeks to use theory, prior academic research, and original 
empirical research to create brand marketing-style campaigns that can appeal to Identity Vulnerable individuals and 
help turn them away from potentially violent ideologies.

In this report, we describe Identity Vulnerability as an audience theory and explain why Identity Vulnerable individuals 
can be receptive to being recruited to extremist causes. We then provide an overview of the original research that we 
have conducted in order to gain a better understanding of the preferences, goals, motivations and challenges of  
Identity Vulnerable individuals. The insights gained from this research will help The ’MPOWER Project create a positive 
alternative messaging campaign that supports identity empowerment and seeks to present a positive alternative path  
of significance. 

INTRODUCTION 

The Role of Identity in Recruitment to Violence

The headlines of today reflect the anger, divisive rhetoric and social unrest of our time for many young adults. These and 
other localized grievances, which denote a lack of control, are often rooted in unjust policies, ongoing war and marginal-
ization.  Grievance fuels the isolation that is then fanned by social media and enticing propaganda, instigating our most 
vulnerable young people to action in the halls of America’s schools, in conflict zones overseas, at a European transit 
stop or in violent protest of foreign nationals.

Identity, as a concept, is so impactful when thinking about radicalization because it is not static and is influenced by so 
many factors and push-pull instigators. Identity is dynamic—new identities can be created, one can shift among identity 
groups, and different identities can take priority at different times. At the same time, identity is incredibly salient and 
can be resistant to change, since it remains one of the most distinctive drivers of behavior and perception. Further, the 
role of messaging or storytelling in shaping identity, both individual and collective, is well documented. Consequently, 
the degree to which an individual accepts and internalizes messages is also highly influenced by personal identity.  

Ideological movements seek to provide a purpose-filled identity to an individual who is lacking one. Groups looking to 
recruit adherents seek to influence an individual to discard his/her personal identity and assume the group or ideolog-
ical identity by providing a social network to attach to. The alignment of identity to the group in this way allows personal 
success and significance to become inextricably linked with the group. This is how many recruits are convinced of the 
need for self-sacrifice in order to prove allegiance and try to contribute to the group’s continued success, which is now 
tied to his or her own personal significance. When using the framework of brand marketing and creative engagement to 
create alternative messaging, we aim to appeal to the consumer in a similar way: through alignment of their identity with 
the brand. In this way, we co-opt the same strategy that ideological movements use, and utilize this approach to direct 
individuals to find significance and purpose through non-violent, community-based pursuits.  
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Defining Identity Vulnerability 

Through extensive research, we’ve isolated a cognitive and emotional state of mind called Identity Vulnerability that 
occurs prior to attachment to destructive ideology. This state of Vulnerability allows an individual to even be open to 
extremist thinking. Identity Vulnerability allows an individual to become more easily manipulated by external influence 
and instigators that threaten and indicate susceptibility to non-mainstream ideology. Attachment to a new narrative in 
this state of mind can change an individual’s perception, personal qualities, beliefs and social ties.

Identity Vulnerable individuals exhibit a high need for cognitive closure or dislike of ambiguity, a quest for personal sig-
nificance and the need to belong. They display high rejection sensitivity and binary, black and white thinking, which can 
easily translate into “them vs. me.” Often times these individuals are ostracized or socially marginalized in some way, 
either due to institutionalized prejudice or their own alienating behaviors. These individuals actively seek narratives that 
validate their perceived grievances and allow them to regain a sense of empowerment and control over their own desti-
ny. They seek to be the “hero” of their personal story and to escape feelings of insignificance characterizing their current 
situation. Vulnerable individuals can have greater susceptibility to extremist recruitment of all varieties, which give them 
a sense of belonging and validation, creating perceived structure, order and significance in their lives. Individuals in this 
state of mind are at a crossroads where they are particularly vulnerable to messaging. The importance of an alternative 
message for at-risk individuals to connect with or to plant seeds of doubt is pivotal during this vulnerable point in time.

The ’MPOWER Project believes that Identity Vulnerability serves as the beginning of the process which can lead to  
attachment to a violence-promoting network, and eventually to violence of all forms (toward self and/or others)  
(see Figure 1).

INTRODUCTION 

Figure 1 

The ‘MPOWER Project aims to identify the space in the radicalization process where messaging would be most impactful.  
The top two layers of the pyramid in this figure describe what we have termed Identity Vulnerability. This is generally the point 
when an individual is looking for something, but they don’t necessarily know what they’re looking for.
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Untraditional Profiling 

Traditional counter messaging campaigns largely audience-target based on demographics and only cover broad indica-
tors such as age, ethnicity, geo-targeting, etc. This approach captures very little nuance in the psyche of an individual. 
Similar to the way that a brand would seek to understand its consumer audience through primary and secondary market 
and focus group research, we look to understand the motivations, influencers, challenges and personal value system of 
our audience so that we can present the most relevant and impactful message possible to a particular audience profile. 

Psychographic Profile—State of Mind

High Need for Cognitive Closure  
Craves Personal Significance  
Lacks Sense of Belonging 
High Rejection Sensitivity  
Possesses Binary, Black and White Thinking 
Need for Validation of Perceived Grievance 
Desires Resolution to Negative Socioeconomic Circumstances 
Conformist and Dependent  
Need for Structure and Order 
Drawn to Power-promoting Situations and People 
Latent Personal Insecurity  
Craves Recognition

RESEARCH  

Overview of the Current Research 

We conducted extensive quantitative and qualitative research, including over 100 in-person interviews with counterter-
rorism practitioners, CVE experts, law enforcement, government officials, academics, journalists and researchers in the 
space as well as community leaders and former extremists. In addition, we reviewed hundreds of documents such as 
academic journals, books by experts, and news articles.  

Finally, we analyzed and expanded a database originating from New America Foundation, which comprised over 400 in-
dividuals who are incarcerated or were killed as a result of terrorist related activities in the United States. This database 
was expanded in order to further develop our radicalization framework, including ‘Identity Vulnerability’, and to isolate 
the most effective place in the process for positive alternative messaging to potentially have influence. By understand-
ing the role that social media and technology played in these individuals’ path to radicalization, we have been able to 
infuse their state of mind and online user behaviors into a psychographics-based audience profile. This data served as 
the foundation for survey research and audience insights derivation relative to personal motivators, media consumption 
habits, influencers, personal challenges, etc. 

INTRODUCTION 
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In addition to key indicators in the Identity Vulnerability audience profile, the below emerged as priorities in terms  
of messaging development.

Emergent Themes and Messaging Priorities

Be value-driven 
Exude heroism  
Create personal significance  
Include “violent” language that engages 
Fight perceived “evil” or grievance  
Show exploitation of religious text/principles 
Promote underrepresented voice/power  
Position as fighting for the right side 
Promote urgency and permanence 
Be idealistic and inspirational 
Include elements of real life stories  
Question mis-truths, re-educate and create doubt  
Validate perceived injustices and policy prejudice/mistakes  
Restore sense of community/mainstream values 
Be concrete and authentic through storytelling 
Harness the rebellious nature of young people by promotion of counterculture 
Capitalize on importance of mother/son/family relationship

Database Methodology

We began by expanding a database originating from New America Foundation

comprised of over 400 individuals who have been incarcerated or killed as a result of terrorist related activities. This 
database was expanded in order to further develop our radicalization framework, including ‘Identity Vulnerability’, and  
to isolate the most effective place in the process for positive alternative messaging to potentially have influence. 

Expansions included new variables measuring mental health history, substance abuse, evidence of ostracization, and 
evidence of a quest for significance. They also included details such as online radicalization platforms, a description 
of each individual’s online radicalization, and influencers to radicalization. We utilized publicly available information 
on these individuals to gather our data. Our most common sources include court documents, news articles, and social 
media. These additions were informed by extensive review of current literature as well as nearly 75 in-person interviews 
with counterterrorism practitioners, CVE experts, law enforcement, government officials, journalists, former extremists, 
Muslim community leaders, and researchers in the space.

By understanding the role that social media and technology played in these individuals’ path to radicalization, we have 
been able to infuse their state of mind and online user behaviors into a psychographics-based audience profile. Next, 
in order to create the most robust profiles possible to inform our next steps, we then narrowed our focus to 100 of the 
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most recent profiles within the U.S. This allowed for more fine-grained details to be extrapolated from publicly available 
data and a deeper qualitative analysis of the profiles. We also repeated the process using the same framework for  
Canada and the UK. 

We are now in the process of coding our variables for analysis. We will analyze our results according to strength of 
correlation between variables within background and demographics, radicalization details, and measures relevant to 
the act or planned act itself. For example, the correlation between number of influencers to radicalization and number 
of injuries or fatalities in the attack. We will also use qualitative analysis for those variables that lend themselves to this 
method. For example, what type of patterns do we see when focusing on influencers? Are individuals radicalized by their 
peers, relatives, or online figureheads?

Survey Methodology

Since we were interested in examining the preferences of individuals exhibiting Identity Vulnerability characteristics 
and traits, we pre-selected 368 male participants between the ages of 14-29 who matched all three of the following 
criteria: (1) high scores on a measure of need for certainty, (2) low scores on a measure of the presence of meaning in 
life, and (3) high scores on a measure of search for meaning in life. These pre-selected participants then completed a 
42-question online survey that included questions about their media preferences (e.g., “What are your favorite videos 
to watch online?”; “When you watch an online video, what keeps you from pausing it or skipping to something else?”), 
their personal life (e.g., “If you could change some things about yourself or your life, what would you change?”; “What 
are some of the biggest personal challenges that you have right now in your life?”), current events (e.g., “What are some 
current social and political issues that you feel strongly about?”), and their opinion about two storyboards that they were 
presented with. The storyboards described two preliminary ad campaigns that were created to draw individuals away 
from violent extremism. After viewing each storyboard, participants were asked questions such as “How interesting do 
you find this story concept?” and “To what extent would you want to watch a video production of this story concept?” The 
list of survey questions that participants completed, as well as the preliminary ad campaigns they viewed, are available 
as an online appendix at: https://osf.io/5txmh. (Note: The final ‘MPOWER Project messaging campaigns will likely differ 
considerably from the preliminary campaign storyboards shown in the online appendix.)

Seven of the survey questions were open-ended, meaning that participants did not have pre-selected responses to 
choose from (e.g., “What is something that you wish you could do, but feels impossible?”). For those seven questions, 
the researchers used a combination of theory and insights from the data to create coding categories for each question. 
Two trained research assistants then read each participant’s response and labeled it with up to five codes. Disagree-
ments between the two coders were resolved by having a different set of coders re-code the same items.
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Survey Results

General demographic information about the participants:

All participants were males aged 14-29. We ensured that we had an equal number of participants in each of the follow-
ing age ranges: 14-17, 18-21, 22-25, and 26-29.

The majority of participants were either Christian (45%) or atheist/agnostic (37%).

The majority of participants were white (58%) followed by Hispanic/Latino (14%) and African American (13%).

The most common political orientation was Independent (35%) followed by Democrat (33%) and Republican (17%).

Some highlights of the findings from the Media Preferences portion of the survey:

26% of participants reported preferring videos that were violent, 41% reported preferring videos that feature someone 
they find attractive, 47% reported preferring videos that feature someone similar to them, and 38% reported preferring 
videos that feature someone around the same age as them.

The majority of participants preferred to watch content on YouTube rather than on Facebook; however, when it came to 
sharing content online, the top three platforms were Instagram (used for this purpose by 49% of participants), Facebook 
(40%), and YouTube (36%).

Many of the participants (40%) indicated that they didn’t care how long a YouTube video was when they watch it; the 
majority of those who cared about length preferred videos that were 1-10 minutes long (36%).

Some highlights of the findings from the Personal Life portion of the survey:

When asked about changes they want to make in their lives, 50% of participants reported that it would take too much 
effort and time to change things, and 64% of participants reported that the changes they want to make feel impossible; 
see Figure 2.

The most common individuals that participants would go to for support in their everyday life was a friend (72%), followed 
by a parent or grandparent (57%); see Figure 3.

The majority of participants reported that they would be likely to join a club or take up a hobby if they wanted to learn 
new skills (64%), or if their friends were doing it (56%); see Figure 4. 

The majority of participants reported that if they could change one thing about themselves or their life, it would be to 
have more money (82%). The majority of participants also wrote that the main thing they hoped to be doing in their 
career 10 years from now was making more money (65%).

Some highlights of the findings from the Current Events section of the survey:

The social and political issues that participants feel most strongly about include gun control (54%), healthcare (51%), 
and immigration (48%); see Figure 5.

The data from the 7 open-ended questions has not been analyzed yet, since research assistants are still coding that 
data. Once those are analyzed, the insights from both the quantitative and qualitative data in this survey will be used to 
inform the final ad campaign.
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Figure 3 

Personal Life survey question: “In your everyday life, which of these people would you go to for support?  
(Select all that apply.)”

RESEARCH 

Figure 2 

Personal Life survey question: “If you could change some things about yourself or your life, what would you change? 
(Select all that apply.)”
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Figure 5 

Current Events survey question: “What are some current social and political issues that you feel strongly about?  
(Select all that apply.)”

Figure 4 

Personal Life survey question: “What factors would  make you join a club or take up a hobby? (Select all  that apply.)”
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Future Directions 

We have several new directions planned for our research agenda.We will continue to refine our theory as campaign 
development progresses, we are in the process of applying our theory to new recruitment challenges such as far right 
extremism, and we are fostering more granular research projects with other organizations in the space. 

In addition, the research process, like the rest of The ’MPOWER Project framework, is meant to be customized and local-
ized by challenge in order to capture the cultural and individual nuance of the region or country in which the campaign 
is being developed. Expansion to post-conflict or even conflict countries and consideration of the role and potential 
impact of messaging in non-western geographies and cultures would pose a significant challenge as we seek to scale 
out the development framework. 

CONCLUSIONS 

The audience theory of Identity Vulnerability provides a useful framework for identifying individuals who may be  
susceptible to extremist ideologies.

In the present research, we examined the personal, media, and current events preferences of Identity Vulnerable indi-
viduals, in order to determine how to best create a positive alternative messaging campaign that would appeal to them.

The present research also compiled a database of individuals who engaged or planned to engage in extremist acts,  
in order to isolate the most effective place in the process for positive alternative messaging to have an influence.

The ’MPOWER Project will use the insights gleaned from this research to create an ad campaign designed to draw  
Identity Vulnerable individuals away from extremist networks and ideologies.

RESEARCH 
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The authors of this report are Christy Grace Provines (Founder/President–The ’MPOWER Project), Rachael Firestone  
(Research Director–The ’MPOWER Project & PhD Candidate, Vanderbilt University), and Marina Chernikova (Research  
and Strategy Director–The ’MPOWER Project & Postdoctoral Researcher,University of Maryland).

This report develops The ’MPOWER Project’s audience theory of Identity Vulnerability. It is grounded in the Theory of Personal 
Significance, which was developed by Arie Kruglanski, a Distinguished University Professor at the University of Maryland. The 
research was supported by the Counter Extremism Project. The views and conclusions contained in this document are those  
of the authors and should not be interpreted as necessarily representing the official policies, either expressed or implied,  
of the University of Maryland or Counter Extremism Project. 

ABOUT THE ‘MPOWER PROJECT  

The ‘MPOWER Project is a not-for-profit, non-partisan NGO that is a hybrid creative/strategic communications agency and  
think tank with the goal of “out-branding” social and digital recruitment to violent ideology by using research-backed brand 
marketing strategies. The name ’MPOWER was derived in combination from the words “I’m Power,” “My Power,” and  
“Empower.” The Project uses an extensive mixed method approach to analyzing primary and secondary research, and this 
approach subsequently informs campaign development. Creative storytelling and engagement tactics are used to champion 
both personal significance and the power of individual choice by promoting positive alternative narratives to vulnerable 
individuals who might otherwise be susceptible to extremist messaging. 
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